MyHununansHoe Ka3eHHoe 0011eo0pa3oBaTeIbHOE YUpeKIeHHE
«JIuneit Ne 1 ropoackoro nocenenus Tepex»
Tepckoro myaunmmansHOTo paiona Kadapauno-bankapckoit PecrryOmukn

Ilpunsro YrBepxieHo
Ha o01eM coopanuu MIPUKA30M
TPYIOBOTO KOJUIEKTUBA MKOY Jluueit Ne 1 r.i. Tepek
npotokoi Ne 5 ot 28.07.2025r. oT «28» urons 2025r. Ne 67
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IToso:xxenune
00 onpeaesieHUN Yrpo3 0€30MaACHOCTH NMEPCOHAIBHBIX TaHHBIX, AKTYAJbHBIX MPH
00padoTKe MEePCOHAIBbHBIX JAHHBIX B HH(POPMAIMOHHBIX CHCTEMAaX
NMEePCOHAJILHBIX JAHHBIX

Hacrosimee monoxkeHne o0 oOmpeneneHuu yrpo3 0e30macHOCTH
MePCOHAIBHBIX JIAHHBIX, AKTYaJbHBIX TPH OOpabOTKE IEepPCOHATIBHBIX JIAHHBIX B
WH(POPMAITMOHHBIX CHCTEMax IMepcoHalbHbIX AaHHBIX MKOVY Jlumeit Ne 1 r.m.
Tepek paszpabotano B coorBeTcTBHH ¢ KoHcTuTytueir P®, denepanbHbIM 3aKOHOM
ot 29 nexabps 2012 r. N 273-®3 "O06 obpazoBanuu B Poccutickort deneparun’,
yacteto 5 crateu 19 ®@enepanbHoro 3akoHa oT 27.07.2006 Ne 152-®3 «O
MEPCOHANBHBIX JAHHBIX», Y CTABOM JIULIES.

1. O01mue moy10:xeHUA

1.1. Yrpo3bl 0€30MacHOCTH TEPCOHAIBHBIX MaHHBIX, AaKTyaJbHbBIE MPH
00paboTKe MepPCOHANBHBIX JAaHHBIX B HHPOPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX
JaHHBIX B Koyuemxe (manee - AxkrtyanbHble yrpossl Oe3omacHoctu WCII/IH),
ONPENEIICHBl B COOTBETCTBUM C 4acThI0 S5 cratbu 19 PenepanbHOro 3aKoHa OT
27.07.2006 N 152-®3 "O mnepcoHadbHBIX JaHHBIX', TOCTAHOBJIEHHEM
[IpaButensctBa Poccuiickoit ®epepanuu ot 01.11.2012 N 1119 "O6
YTBEPKJICHUH TPeOOBAaHUMN K 3aIUTE MEPCOHANBHBIX JaHHBIX MPU UX 00paboTKe B
WH(OPMAITMOHHBIX CHCTEMaX MEePCOHAIBHBIX JaHHBIX", mpukazom DenepanbHO
CIIyOBbI TT0 TEXHUYECKOMY U IKCIOPTHOMY KOHTpodto (naiee - ®CTIK Poccun)
or 11.02.2013 N 17 "O06 yrtBepxkaenun TpeGoBanuii o 3ammre UHGOpPMAIIHU, HE
COCTAaBJISIFOIIEN TOCYJAPCTBEHHYIO TaiHy, COAEPXkKAILICWUCs B TOCYHapCTBEHHBIX
uHpopmanmonusix cucremax', mpukazom O@CTIK Poccum ot 18.02.2013 N 21
"O6 ytBepxkaeHnn CocTaBa U CoAep KaHUsl OPraHU3AIMOHHBIX U TEXHUUECKUX Mep
no oOecreyeHuto 0e30MacHOCTU MEPCOHANBHBIX JaHHBIX MPU UX 00paboTKe B
WHPOPMAITMOHHBIX CHUCTEMax MEePCOHAJIBHBIX JaHHBIX'", MpUKa3zoM DenepasbHOI
ciy0b1  Oe3omacHocTu Poccuiickoit ®denepanuu (nanee - ®Cb Poccuun) ot
10.07.2014 N 378 "O6 ytBepxaeHuu CoctaBa U cofep>KaHus OPraHU3aUOHHBIX U
TEXHUUYECKUX Mep Mo oOecrnedeHnto 6€30MacHOCTH MePCOHATBHBIX JAHHBIX MPU UX
oOpaboTke B WH(MOPMAIMOHHBIX CHUCTEMAxX TEPCOHAIBHBIX JAaHHBIX C
WCIIOJIb30BAHUEM  CPEICTB  Kpunrorpauuecko  3amuTbl  WHPOPMAIINH,
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HEOOXOJAMMBIX [IJIsl BBIMOJIHEHUS! yCcTaHOBJIEHHBIX [IpaButenncrBom Poccuiickoii
®denepauuu TpeOOBaHUN K 3alIUTe NEPCOHAIBHBIX JAHHBIX IJs KaXIOro u3
YpOBHEW 3aliMIIeHHOCTH", MeTOAMKOH OIpEeAeNieHus aKTyalbHBIX YIrpo3
0€30MacHOCTH NEPCOHAIBHBIX JaHHBIX NpPU UX 00pabOTKE B MH(POPMALMOHHBIX
CUCTEMAaX IMEPCOHAIBHBIX JaHHBIX, YTBEPXKIACHHOW 3aMECTUTENEM JTUPEKTOpa
OCTOIK Poccun 14.02.2008, MeToau4yecKUMH peKOMEHIAMSIMMU T10 pa3paboTKe
HOPMATUBHBIX MPABOBBIX AaKTOB, OMPEACNAIOIMIUX YIPo3bl 0O€30MacHOCTU
NEPCOHANIBHBIX JAHHBIX, AKTyaJbHbIE MPU 00paOOTKE MEPCOHAIBHBIX JIAHHBIX B
WH(OPMAIIMOHHBIX CHUCTEMAaX TMEePCOHAIBHBIX JAaHHBIX, AKCILTyaTHPYEMBIX MpU
OCYIIECTBJICHUM COOTBETCTBYIOIIUX BHJIOB JESATEIBHOCTH, YTBEPKIAEHHBIMU
pykoBogctBoM 8-ro Ilentpa ®CBb Poccum ot 31.03.2015 N 149/7/2/6-432,
ba3zoBoii Moaeabl0 yrpo3 0€30MacHOCTH TNEPCOHAIBHBIX JIAHHBIX TIPH X
00paboTke B MH(GOPMAIIMOHHBIX CUCTEMaX MePCOHAIBHBIX TAHHBIX, YTBEPKICHHON
3amectureneM aupekropa PCTOK Poccun 15.02.2008, u bankom naHHBIX yrpo3
Oe3omacHoCcTH UH(pOpMaIUU, pa3MelleHHbIM Ha oduuuansHoM caiite OCTOK
Poccuu (http://bdu.fstec.ru).

1.2. Axrtyanbnbie yrpo3sl Oe3zomacHoctd HWCII/IH comepkar mepedeHb
aKTyaJIbHBIX yIpo3 O€30MaCHOCTH MEPCOHANBHBIX JAaHHBIX NpH UX 00pabOTKe B
WH()OPMAIMOHHBIX CHUCTEMax IMepCcOHAIbHbIX JaHHbBIX (manee - HMCII/H)
KOJUTEKA.

1.3. AxktyambHble yrpo3bl OezomacHocTr WCIIJIH momiekar amantanud B
X0Zle pa3pabOTKM OpraHaMu BJIACTHM YACTHBIX MoOJeNed yrpo3 0e30MacHOCTH
NEPCOHAIBHBIX JaHHBIX IS KX 10 nH(popMannoHHoi cuctemsl (nanee - UC).

1.4. ITpu pa3zpaboTKe 4acCTHBIX MOZEJIEH Yrpo3 0€30IaCHOCTH NEPCOHAIBHBIX
JaHHBIX MPOBOJUTCS aHAJIU3 CTPYKTYpPHO-(PYHKIMOHAIBHBIX Xapakrepuctuk MC,
AKCILTYaTUPYEMOM MPU OCYUIECTBICHUHU KOJIEIKEM (PYHKIUN M MOJTHOMOYMUH, a
TaK)X€ MPUMEHSAEMbIX B He MH(DOPMAIMOHHBIX TEXHOJIOTMHA MU OCOOEHHOCTEH ee
(YyHKUMOHUPOBaHUS, B TOM YHKCJIE C HCIOJIb30BaHHEM baHKa HaHHBIX yIpo3
0e30macHOCTH HH(pOpMALUK.

1.5. B wuyactHOi Mozenu yrpo3 O€30MacHOCTH NEPCOHATBHBIX JTaHHBIX
YKa3bIBAIOTCS:

ommucanrie VCIIJIH u ee cTpyKTypHO-(QDYHKIIMOHATBHBIX XapaKTEPUCTHK;
ONKCaHUE Yyrpo3 O€30MaCHOCTH MEPCOHAIbHBIX [JaHHBIX C Y4YETOM
COBOKYITHOCTU MPENOJIO0XKEHUIN 0 crocobax, MOATOTOBKE U MPOBEJIECHUU aTak;
onucaHue BO3MOXHbIX ysa3Bumoctedt MC, cnocoboB peanuszanuu yrpos
Oe3omacHocTr  WHGOPMAIMK W TIOCJIEJACTBUN  HApyIIeHWH  0e30MacHOCTH
nH(pOpMAIIUH.

1.6. O0bexkramu uHPoOpMaTU3alMK B 1IKoje BeicTynatror WC, umeromue
CXOOHYIO CTPYKTYpY M OJHOTOYEYHOE TMOJKIIOUYEHHE K CeTAM OOIlIero
NnoJib30BaHusl W (Wwid)  UMHOOPMAIMOHHO-TEJIEKOMMYHUKALIMOHHON  CeTH
"Unrepuer" (manee - cetb "MHTepHeT") uepe3 BBIACICHHYIO MH(GPACTPYKTYpPY -
MEXBEJJOMCTBEHHYIO CETh Nepeiaun JaHHbIX TBepcKoil 00nacTu.

1.7. B 3aBUCMMOCTH OT KOHKpeTHOro oOwbekTa uHpopmaruzanuu HNC B
KOJUIEJDKE JEIIATCS Ha J1Ba BUJA:

nokanbHasg WC, paboune Mecta u 6a3bl JaHHBIX KOTOPOW PacCIOJIOKEHbI B

npezenax ogHOTO 3/1aHMUS;
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pacnpenenenHas MC, paboure MecTta KOTOPOHW pacHoJiO’KEHbl B Ipezelax
OJHOro 31aHusi, a 0a3bl JaHHBIX XpaHATce M oOpaOateiBatoTcsi B LleHTpe
00pabOTKM TaHHBIX MTKOJIBI.

1.8. ba3sl gaHHbIX HMHOpPMAIMHM, C HCHOJB30BAaHHEM  KOTOPBIX
OCYIIECTBISIOTCA cOOp, 3amuch, CHUCTEMAaTH3allUs, HAKOIUICHHE, XpaHECHHE,
yTOYHEHHE (OOHOBJIEHHWE, W3MEHEHWE) NEPCOHANBHBIX JIaHHBIX TIpaxaaH
Poccniickon @enepanuu, HaxoasaTcs Ha Tepputopun Poccuiickon denepannu.

1.9. BBoxg mepconampHbiXx gaHHbIX B MC wu BeBOg manHbIX u3 MC
OCYILECTBISIIOTCS C HCIHOJBb30BaHUEM OyMa)XXKHbIX M DJEKTPOHHBIX HOCHUTENEH
uHpopMaluu. B kauecTBe AJIEKTPOHHBIX HOCUTENIEH MH(OPMALUU UCIOJIb3YIOTCS
YUTEHHBIE CBEMHBIE HOCUTENM MH(pOpMaluu U ontudyeckue aucku. Joctynm k

NCIIJH orpaHdY€H NEPEYHEM COTPYAHUKOB LIKOJIBI, SIBJSIOIINXCS BIAICIIBLIEM
ncC.

1.10. Ilepemava mepcoOHAIBHBIX NAHHBIX B JPyrde OpTaHW3AlMd U B
TEPPUTOPHAIIbHBIE OpraHbl (peliepanbHbIX OPraHOB MCIOJIHUTEIBHONW BIACTH IIO
ceTsM o01Iero mnojap3oBaHus W (uiu) cetu "MHTepHET" OCYIIECTBISIETCS C
UCITOJIb30BAaHUEM CEPTU(PUUHPOBAHHBIX MHU(PPOBAIBHBIX (KPUOTOrpaAPUUECKUX )
cpeacTB 3amuThl nHGopmaruu (nanee - CK3N).

1.11. Kourponupyemoii 30Hoi WC sBASAIOTCS aAMUHUCTPATHUBHBIE 3JaHUS
mKoynbl. B mpenenax KOHTpPOJMPYEMOM 30HBI HaxoAsTcs pabouue Mecrta
II0JIb30BaTENEH, CEpBEPHI, CETEBOE U TEIEKOMMYHUKAIIMOHHOE 00opynoBanue VC.
BHe KOHTponupyemoOll 30HbI HaxOAATCA JIMHUM TE€Pelauyd JaHHBIX H
TEJIEKOMMYHUKALMOHHOE 000PYAOBaHUE, HCIIOJIb3yeMO€e AJisi MH(OPMALIMOHHOTO
oOMeHa 10 CeTsIM 00IIIero moab3oBaHus 1 (wimn) cetu "MaTepHet".

1.12. B axMUHHCTPATUBHOM 37aHUHU IITKOJIBIL:

JIOJKEH OBITh OPTaHU30BAH MTPOITYCKHOM PEXKHM;

JOJIKHO OBITh HCKIIIOUEHO HEKOHTPOJIHMPYEMOE MpPeObIBAHUE MOCTOPOHHUX
JUIl M HEKOHTPOJUPYEMOE IepeMelleHrne (BBIHOC 3a Mpedesibl  3IaHHs)
KOMIIBIOTEPOB U OPI'TEXHUKHY,

MOMEIIEHUS] CO CPEACTBAMHU BBIYMCIUTEIBHON TEXHUKU JOJHKHBI OBITH
000pyI0BaHbI 3aITUPAIOIIUMHUCS ABEPSIMHU U ONIEYATHIBAIOITUMHU yCTPONUCTBAMU;

JOTIOJTHUTEIBHO ~ MOXET OBITh  OPraHMW30BaHO BHJICOHAONIOJCHHE B
KOpHUA0pax, BECTUOIOIISAX U XOJJIax.

1.13. 3ammuTa mepcoHambHBIX JMaHHBIX B MC mKOMBI M CeTAX OO0IIero
M0JIb30BaHUs, MOJKIOUaeMbIX K cetu "MHTepHer", obecneunBaeTcsi CpecTBAMU
3amuThl nHpopmaruu (ganee - C3U1):

C3U oT HEeCaHKUMOHUPOBAHHOTO NOCTyMa, cepTuduuupoBaHHbiMu OCTIK
Poccun, He Hmxke 4 YpOBHS KOHTPOJIS OTCYTCTBHUS HEACKIAPUPOBAHHBIX
BO3MOXHOCTEH (nanee - HIB);

CpencTBaMH aHTUBUPYCHOM 3amuthl, cepTudunupoBanueiMa DOCTIK
Poccun, He HMXKE 4 Knnacca;

MeXceTeBbIMU dKkpaHamu, cepruduiupoBanabiMu OCTIK Poccun, He
HMKe 3 Kiacca;

CK3U, dopmupyromumu  BupTyambHble  4dacTtHble cetd  (VPN),
cepruduiupoBanabiMu OCh Poccun no kitaccy KC 1 u Boitne;



cUcTeMaMu OOHapyEHUsI BTOPKEHUS HE HUXKe 4 Kiacca;

CPEICTBOM TrOCYAapCTBEHHOM CHCTEMbl OOHAPYKEHHUSI, MPEAYNPEKACHUS U
JUKBUIAIMHA TIOCIEACTBUN KOMITBIOTEPHBIX aTak Ha WH(GOPMAIIMOHHBIE PECYPCHI
Poccutickon ®@enepanumu.

2. XapaKTepUCTHKHU 0€30MacHOCTH HH(POPMAIIMOHHBIX CHCTEM MEPCOHATBHBIX
JAHHBIX

2.1. OCHOBHBIMU CBOWCTBaMHU 0O€30TACHOCTH HH(DOPMAITUH SIBIISTFOTCS:

KOH(PUIEHIHATBHOCTD - 0053aTeNIbHOE 711 COOIOICHUS OTIEPaTOPOM WJTH
WHBIM TOJYYUBIIUM JOCTYN K MEPCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHUE HE
JIOMYCKaTh WX pacrpocTpaHeHus: 0e3 corjacus CyObeKTa MEpCOHAIbHBIX JTaHHBIX
WJIM HAJIMYUSl MHOTO 3aKOHHOTO OCHOBAHUS;

LEeJOCTHOCTD - COCTOSTHUE 3alIUIIEHHOCTH UH(POPMAIIUU, XapaKTepU3yeMoe
cnocobHocThio C obecreunBaTh COXPAaHHOCTh M HEU3MEHHOCTb HH(OpMaIuu
NpU TONBITKAX HECAHKIIMOHUPOBAHHBIX BO3JCHCTBUI Ha HeEe B MpoIEcce
00pabOTKH WM XpPaHEHHUS,

AOCTYNHOCTb - COCTOSIHUE UH(OpMalnuu, MOpU KOTOPOM CYOBEKTHI,
HMMEIOIIME TTpaBa I0CTyMa, MOTYT PEan30BaTh X O€CHPENSATCTBEHHO.

2.2. Tlon akTyanbHBIMH YIpo3aMH O€30MacHOCTH IMEPCOHAIBHBIX JTAHHBIX
MOHUMAETCS COBOKYITHOCTh YCJIOBUH M (DaKTOPOB, CO3MAIOIIUX AaKTyaJbHYIO
OMAaCHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCIIE CIy4allHOTO, JOCTyna K
MEPCOHANILHBIM JaHHBIM TIpH X 006padoTke B UC, pe3yapTaToM KOTOPOrO MOTYT
CTaTh YHUYTOKEHUE, U3BMEHEHHUE, OJOKUPOBAHKE, KOIMPOBAHUE, MPEOCTABICHHE,
pacrpoCTpaHEeHUE TMEPCOHAIBHBIX JIAHHBIX, a TaKXXe HWHbIE HEMPaBOMEpPHBIE
JICUCTBUSL.

2.3. B 3aBucuUMOCTH OT cocTaBa 00pabaThIBaeMbIX IEPCOHAIBHBIX TAHHBIX U
TUTA aKTyaJbHBIX YIp0o3 HEOOXOAUMBIN YPOBEHB 3allUIIEHHOCTU MEPCOHATBHBIX
nanHbix 1 kaxjaon UCIIIH onpenensieTcss MHANBUIYAIBHO.

2.4. Jlns WCIIdH opraHoB BIacTH akTyalbHBI YIPO3bl 0O€30MacHOCTH
IIEPCOHAIBHBIX JTAHHBIX TPETHErO THIIA, HE CBA3aHHblE ¢ HammuneM HJ/IB B
CUCTEMHOM ¥ TPHUKIAAHOM TMpOrpaMMHOM obOecneuenun (mainee - 110),
ucnoiaszyemom B VC.

3. [IpumeHenue cpeacTB KpunTorpaduueckoi 3amMThl HHPOPMALUY B
HH(POPMALMOHHBIX CHCTEMAX MEePCOHAJBbHBIX TaHHbIX

3.1. AxrtyansHocTh mpumeHeHus B HWCII[In opranoB Biactu CK3U
OTpeeNsieTcs] HEOOXOAMMOCThIO 3alIUThl MEPCOHANBHBIX JAHHBIX, B TOM YHUCIE
npu MHOOPMAIMOHHOM OOMEHE MO CETSIM CBSI3M OOLIEro MOJb30BAHMS U (WJIN)
cetu "UHTepHer".

3.2. CK3U mpennasHadeHsl ajisi 3alIUThl UHPOpPMAIUKA OT JEHUCTBUM CO
CTOPOHBI JIUI, HE UMEIOLIUX MIPaBo JOCTYyMa K 3TOM HH(popMaruu.

3.3. IlpuHATBIMM OpPraHU3alMOHHO-TEXHUYECKUMH MEpaMH B LIKOJIE
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JOJKHA OBITh HCKIIOYEHA BO3MOXHOCTh HECAHKIIMOHHPOBAHHOTO JOCTYyTa
MOTEHIIMATBHOTO HApYIIUTENS K KiroueBor nHpopmarmu CK3U.

34. Ilpum oskcrmyatanun CK3W  gomkHBl  coOmomathest  TpeOOBaHUS
IKCIUTyaTallMOHHO-TexHUUecko gokymeHTanmu Ha CK3UW u  TpeGoBanus

JEUCTBYIOIIMX HOPMATUBHBIX TMPABOBBIX aKTOB B 00JacTH peaju3alud U
skcruryatanuu CK3U.

3.5. Jns oOecrieyenusi 0€30MaCHOCTH MEPCOHANBHBIX JIAHHBIX MPU X
oopabotke B MCII[Jn wucnonssyrorcs CK3U, mnpomenmme B yCTaHOBICHHOM
MOPSIJIKE MPOIEAYPY OLEHKH COOTBETCTBUS.

3.6. O6bexramu 3amutel B UCIT/IH sBastoTCS:

MEPCOHAIIbHBIC JaHHBIE;

CpelncTBa KpUNTOrpapuIecKoi 3auuThl HHPOPMAIIUH;

cpena pynkuuonupoBanusi CK3U (nanee - CO);

uH(pOopMaIs, OTHOCAIIASACS K KPUNTOrPpaPUUIECKON 3aluTe MePCOHATBHBIX
JAHHBIX,  BKJIIOYas  KIIOYEBYIO, TMAPOJBHYI0 UM ayTEeHTH(PUIUPYIOIIYIO
unpopmaruio CK3U;

JNOKYMEHTBI, J€a, )KypPHaJIbl, KAPTOTEKU, U3AaHUs, TEXHUUECKUE JOKYMEHTHI,
paboune maTepuaibl U T. M., B KOTOPBIX OTpakeHa 3aimuinaeMasl uHdopmanus,
orHocsamasica k MCII[lH w wux xpunrorpaduyeckod 3aliuTe, BKIKOYAs
nokyMeHTauoo Ha CK3U u Ha TeXHUYECKHE U TPOTPaMMHBIE KOMIIOHEHTBI CPEbI
¢bynkunonuposanus CK3U;

HOCHUTENM 3alluiiaeMor uHpopmanuu, ucnonsdyemslie B IC B mpoiecce
Kpuntorpauueckoil 3aluThl TMEPCOHATBHBIX JIaHHBIX, HOCUTEIU KIIIOUEBOM,
napojibHoi M ayreHTudumpyromeid napopmanuu CK3M u nopsaok moctyna K
HUM;

UCIOJIb3yeMble HMH(POPMAIIMOHHOM CHUCTEMOM KaHaibl (JIMHWW) CBSI3H,
BKJIIOYAsi KAOCIbHBIE CUCTEMBI,

NOMEIIEHHUsI, B KOTOPhIX HaxoasTcs pecypchl NC, nMeronme OTHOUIEHUE K
KpUnrorpaduueckom 3aiuTe NePCOHaATbHbBIX JaHHBIX.

3.7. Peaymszanust  yrpo3  0€30MacHOCTH  IEPCOHAJBHBIX  JaHHBIX,
obpabateiBaembix B MCII/IH, ompenensercss BO3MOXKHOCTIMU HCTOYHHKOB aTak.
Ha ocHOBaHUM HMCXOIHBIX JaHHBIX 00 OOBEKTAX 3alIUTHI U MCTOYHUKAX aTaK B
Tabnuie 1 175 WKoJbI onpeneneHbl 0000IIeHHbIE BOBMOKHOCTH HCTOYHUKOB aTak.

Taoauma 1
O06001IeHHbIE BO3MOKHOCTH HCTOYHHUKOB aTaK la/Her
1 2
1. BO3MOXHOCTB CaMOCTOSITEIBHO OCYIIIECTBIIATH CO3JaHIE CITOCOO0B
aTak, MOJI0TOBKY U MIPOBEJEHUE aTaK TOJIBKO 32 MpeeaaMu Ha
KOHTPOJIMPYEMOU 30HBI
2. BO3MOXXHOCTh CaMOCTOSITEIbHO OCYIIECTBIIAThH CO3JJaHUE CIIOCOOO0B
aTak, MOJIOTOBKY U MIPOBEJICHUE aTaK B MpejieaXx KOHTPOJIUPyeMOoit
30HBI, HO 0€3 (PM3UIECKOTO TOCTYIIA K anmapaTHbIM CpeICcTBaMm (Jaiee - Jla
AC), Ha xotopsix peanuzoBanbl CK3U u cpena ux GyHKIIMOHUPOBAHUS




3. Bo3M0XXHOCTb CaMOCTOSATEIBHO OCYIIECTBISATH CO3/JaHUE CIIOCOO0B
aTak, MOJATOTOBKY M MPOBEJEHUE aTaK B MPEAeIax KOHTPOIUPYEMOK
30HBI ¢ puzndeckuM noctynoM K AC, Ha koTopbsix peann3oBanbl CK3U u

Her

cpena ux pyHKIMOHUPOBAHUS

4. Bo3MOXHOCTb MTPUBJIEKATH CIICIIUAIMCTOB, HMEIOIIUX OIBIT
pa3pabotku 1 anaymza CK3U (BkiIrovas CriennaincToB B 00J1aCTH
aHaJM3a CUTHAJIOB JIMHEHHOM Mepejau U CUTHAIOB MOOOYHOTO
AJIEKTPOMArHUTHOTO U3i1ydeHus u HaBoJok CK3N)

Her

5. BO3MOXHOCTb NPUBJIEKATh CIENHAINCTOB, UMEIOIIUX OMBIT
pa3zpabotku 1 ananu3za CK3U (BkItovas CrieniuaarucToB B 00J1aCTH
WCIIOJIb30BaHUS JJIsI peaTnu3alii aTak HeJJOKYMEHTUPOBAHHBIX
BO3MOKHOCTEHN MPUKIIATHOTO IPOrPAMMHOI0 00eCrieyeHus)

Her

6. Bo3MOXXHOCTB MpUBIIEKaTh CIEIIUATMCTOB, UMEIOIIUX OIBIT
pa3pabdotku u ananuza CK3U (Bkitodas crenuaiyucToB B 00JacTh
WCII0JIb30BaHUSA JIJI PEAIN3AIMY aTaK HEJTOKYMEHTHPOBAHHBIX
BO3MOYKHOCTEH anmnapaTHOr0 ¥ MPOTPaMMHOI0 KOMIIOHEHTOB CPEJIbl

¢ynxunonuposanust CK31)

Her

3.8. B coorBercTBHUU C 0606HI€HHI>IMI/I BO3MOXXHOCTAIMH HCTOYHHKOB aTakK

(radmmuma 1) onpezaeneHbl JBE AaKTyalbHbIE yTOYHEHHBIC BO3MOYKHOCTH
HapyILIUTEIeH W HampaBlIeHUs] aTak (COOTBETCTBYIOIIME aKTyaJlbHBbIE YIPO3bI JJIS
NC) (Tabnuia 2).
Taoauua 2
; AKTYyaJbHOCTb
YTO4YHEHHBIE
UCTIOJIb30BaHUS
BO3MO>XHOCTH
. (mpuMeHeHwUs)
HapyIuTeIe u
UL O00cHOBaHME OTCYTCTBUS
HaIpaBJICHUS aTaK
TIOCTPOCHUS U
(COOTBETCTBYIOIINE
) pea3anyu
aKTyaJIbHbIE YTPO3bI
M yrp aTak
1 2 3
1. [IpoBenenue araku Heakryansno | [IpoBogsitcss  paboThl 1Mo 1oadopy
MIPU HAaXOXKJICHUU B MepPCOHANa; IIPEICTaBUTEIN
npeenax TEXHUYECKHX, OOCITY)KHMBAIOIIUX U

KOHTPOJINPYEMOU 30HBI

JPYTUX BCTIOMOTATENBHBIX CIIYXO Mpu
paboTe B MoMenieHusx (CTorKax), Te
pacnionoxkensl CK3U, u coTpyaHUKH,
HE  SBISIOIIMECS  MOJIL30BATCIAMU
CK3U, HaxoasaTCs B O TUX NOMEIICHUIX
TOJIBKO B TPUCYTCTBUM COTPYIAHHKOB
0 DKCIUTyaTallly;
COTPYIAHUKHU,
TOJI30BATEIISIMU

SIBJISTFOIIIMECS
NCII[JH, HO He
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saBisronuecs noab3oBarensimu CK3MU,
npouH()OPMHUPOBAHK O  TIPaBHIIAX

pabotsl B UCII/IH 1 OTBETCTBEHHOCTH

3a HecoO0TI0/IeHNe MIPaBUIT
o0ecIieueHus 0e30MacHOCTH
uHbOpMaIHH;

MOJIL30BaTEIN CK31

nponH()OPMHUPOBAHEI O  TPAaBHJIAX
pa6otel B UCII/IH, npaBuiax paboThI ¢
CK3M1 u  OTBETCTBEHHOCTH  3a
HEcOOJII0/IeHHEe TMpaBUJl 0OecTeUueHHUs
0e3ornacHocTH UHGOPMAIIUH;
MOMEIIIECHUS, B KOTOPBIX
pacnonaratorcss CK3M, ocHamieHbl
BXOJIHBIMH JIBEPBMH C HaJICKHBIMH
3aMKaMM, OOECIIEUeHO TMOCTOSIHHOE
3aKpBITHE JBEPEN IOMELICHUWH Ha
3aMOK, u ux OTKPBITHE
OCYIIECTBIISIETCS TOJIBKO  JIJIst
CaHKI[MOHUPOBAHHOT'O MPOXO/Ia;
YTBEPKIEHBITTpaBUiia JOCTya B
MOMEUIEHUsI, T[AE€  paclojararTcs
CK3HU, B pabouee u Hepaboyee Bpems,
a TaKe B HEIITATHBIX CUTYaIIHSIX;
YTBEPKIEH NEPEUYECHb JIUL, UMEIOLIUX
paBoO JOCTylla B TIOMEUICHUS, TIe
pacnonaratorcst CK3U;
OCYIIECTBJISIETCS.  pa3rpaHUYEHUuE U
KOHTPOJb JOCTyNa MOJb30BaTele K
3allMIIAEMbIM pecypcam;
OCYILECTBIISIETCA PETUCTpAIUS U YUET
JencTBui monp3oBatesnet ¢ [1J1H;
OCYILECTBIISIETCS KOHTPOJIb
IEJTOCTHOCTU CPEJICTB 3allUThl; Ha
APM u cepBepax, Ha KOTOPBIX
ycraHoBieHsl CK3U, ucnons3yrorces
cepruduimpoBanapie  C3M ot
HECAHKIIMOHUPOBAHHOTO  JIOCTyNa
(nanee - HCH);

UCIIONIL3YIOTCA  CepTU(UIIUPOBAHHBIC
CpeACTBa aHTUBUPYCHOM 3aILIATHI

2. IIpoBeneHue aTak Ha
JTane  3KCIUTyaTaluH
CK3U na cnenyromue
OOBEKTHI:

HeaxryanbsHo

[IpoBoasitcst  paboThl 1O  MOAOOPY
MEPCOHAIA;

nokyMentanus Ha CK3U xpanutcs y
OTBETCTBEHHOI'O 3a CK3U1 B




JOKYMEHTALIUIO Ha METaJIIINYECKOM celide;
CK3M1 u KOMIIOHEHTHI IIOMENICHMUS, B KOTOPBIX
C®; nomemieHus, B pacrnojaralorcss — JOKYMEHTauusi  Ha

KOTOPBIX HaXOJUATCS
COBOKYITHOCTb
IIPOTrPaMMHBIX u
TEXHUIECKUX
2JIEMEHTOB
00paboTKu
CIIOCOOHBIX
(byHKIIMOHUPOBATh
CaMOCTOSTEIBHO UIN B
cocTaBe CpEICTB
BBIYHCIUTEIILHOU

texHuku (nanee - CBT)
uCo

CHUCTCM
JaHHBIX,

CK3U, CK3M wu xommoHeHTBI CO,
OCHAIIEHbl BXOJHBIMH JBEPBMH C
HAJCKHBIMM  3aMKaMH, OO0CCIICYCHO
ITOCTOSIHHO® 3aKpPBITHEC JBEpei
MTOMEIICHUI Ha 3aMOK, U X OTKPBITHE
OCYIIIECTBIISETCS TOJIBKO TUTSI
CaHKIIMOHUPOBAHHOTO MPOXO0/Ia;
YTBEP)KJICH TICPCUCHb JIMI], UMEIOIINX
MPaBO JIOCTYIIA B IIOMEIIECHUS

3. [lomy4yenue B paMkax
MPEA0CTaBICHHBIX
MMOJTHOMOYHMM, a TaKkKe
B pe3yibTate
HaOJII0IeHUI
cleayroumen
MH(pOpMaLIH:
CBEJICHUH 0
buznueckux Mepax
3allUTEl  OOBEKTOB, B
KOTOPBIX  pa3MEUICHBI
pecypcsl
UH(GOPMAIIMOHHON
CUCTEMBI;

CBEJCHUI O Mepax 1o
o0ecreYeH o
KOHTPOJIMPYEMOM 30HBI
O00OBEKTOB, B KOTOPBIX
pa3MeIeHbl  PeCypChl
UH(OPMALIMOHHOU
CUCTEMBI;

CBEJCHUN O Mepax 1o
pasrpaHUYCHUIO
JOCTYTa B TIOMEIIEHUS],
B KOTOPBIX HAXOJISTCS
CBT, Ha  KOTOpBIX
peanmzoBanbl CK3U u
Co

AKTyanbHO




4, Hcnonp3oBanne | AKTyalIbHO

IITaTHBIX CPEICTB

NCIIH,

OTPaHUYECHHOE MEPAMH,

peann30BaHHBIMU B

uH(OPMaITMOHHOM

CUCTEME, B KOTOpOWU

ucnonsizyerca CK3U, u

HaIpaBJIECHHBIMU Ha

MPEIOTBPALLIEHUE u

IIpeceueHue

HECAHKIIMOHUPOBAHHBIX

JNEUCTBUI

5. ®usuyeckuii nocryn | Heakryaneno | [IpoBogsitcs paboTel 1o moadopy

k CBT, Ha KOTOpBIX MepcoHaa; IOMEIIEHUS, B KOTOPBIX

peanuzoBanbl CK3U wu pacnionaratorcs CBT, Ha KOTOpBIX

Co pactionaratorcs CK3U u  CO,
OCHAIIEHbl BXOJHBIMM JBEPBMH C
3aMKaMH, 00ECIIeUnBaeTCsl MOCTOSHHOE
3aKpbITHE JBEpPEN IOMEIICHUW Ha
3aMOK W HUX OTKPBITHE TOJBKO JIJIs
CaHKUMOHUPOBAHHOTO MPOX0Ja

6. Bosmoxunocts | HeaktyanmeHo | [IpoBoasitcss  paboTel 1o moadoopy

BO3/CIICTBOBATH Ha MEPCOHAIA;

anmnaparHble MIOMEILEHUS, B KOTOPBIX

kommioHeHThl CK3U un pacnonaratorcss CK3U u  CO,

Co, OrpaHUYCHHAs OCHAILICHBl BXOJHBIMH JBEPBMH C

MepaMu, 3aMKaMH, 00ECIeYMBAETCS IOCTOSTHHOE

peATM30BaHHBIMU B 3aKpBITUE JBEpEd TOMEIICHHM Ha

nH(pOpMaIIMOHHOM 3aMOK M MX OTKPBITHE TOJBKO IS

CUCTeME, B KOTOPOWU
ucnosb3yercss CK3U, u

HarpaBJICHHBIMA Ha
Ipe0TBPAIICHHE u
npeceyeHne

HECAHKIIMOHUPOBAHHBIX
JeUCTBUM

CaHKI[MOHUPOBAHHOTO MPOXO/Ia;
MPEICTaBUTEIH TEXHUYCCKHUX,
00CITYKHBAIOIITUX u JIPYTHX
BCTIOMOTATEIILHBIX CIIYK0 mpu padoTe
B  IOMENIEHUAX  (CTOMKax), TrAe
pacnoio)keHbl kKoMrnoHeHTsl CK3U u

C®, u COTpYAHHKH, HE SBISIONIUECS

nonan3oBatensiMu CK3U, naxoasrcs B

ATUX NOMEUIEHUSAX  TOJBKO B
MIPUCYTCTBUU COTPYIHUKOB o
DKCILTyaTallu1




1. Bo3moxnocts | Heakryaneno | He OCYLIECTBIIAETCS o0OpaboTka
pacroyiaratb CBEJICHUH, COCTABJISIFOLIUX
CBEJICHUSIMH, roCyIapCcTBEHHYI0 TailHy, a TaKxe
CoJIepKAITUMUCS B WHBIX CBEICHUH, KOTOpPhIE MOTYT
KOHCTPYKTOPCKOM MpEACTaBIATh UHTEPEC TUIS
JIOKyMEHTAIUU Ha peanu3aiy BO3MOKHOCTH
anmnaparHble u
IPOrpaMMHBIE
KOMIOHEHThI CD
8. BosmoxHocts | Heaktyansno | He OCYULIECTBIISETCS o0OpaboTka
BO3/ICCTBOBATh Ha CBEJICHUM, COCTaBJISFOIIUX
m00ble  KOMITOHEHTHI roCyJapCcTBEHHYI0 TailHy, a TaKxXe
CK3U u CO VMHBIX CBEIECHUN, KOTOPbIE MOTYT
MPEACTABIATh UHTEPEC VIS
peanu3anuu BO3MOKHOCTH

4. OnpeaesieHre aKTYaJbHBIX YIPO3 0€30MIaCHOCTH NMEPCOHAIBHBIX JAHHBIX B
UH(OPMALMOHHBIX CHCTEMAX MEPCOHAIBHBIX JaAHHBIX

4.1. Ha ocHOBe MpOBEIEHHOr0 aHalIM3a 0aHKa JTaHHBIX Yrpo3 0e3011acHOCTU
uHpopmarnuu  (Www.bdu.fstec.ru) ¢ yu€rom cTpyKTypHO-()YHKIIHOHAIBHBIX
xapakTepuctuk THUNOBBIX MC, a Takke NMPUMEHSEMBIX B HUX HH(POPMAIIMOHHBIX
TEXHOJOTMM U ocobeHHocTel (pyHkunoHupoBaHusi, B IC opraHoB BIacTH MOTYT
OBITH aKTyaJbHBI cleayromue yrpossl 6ezonacHoctu UCIIx:

YBU.3 Yrpo3a ananuza Kpuntorpaduyeckux alrOpuTMOB M UX peaTn3allny;
YBU.4 Yrposza anmapatHoro copoca maposis BIOS;
YBN.6 Yrpo3a BHeIpeHUs KOJIa WIH JaHHBIX;
YBU.7 Yrpo3a BO3a€HCTBUS Ha IPOTPAMMBI C BBICOKHMU PUBUJIETUSIMU,
YBI.8 Yrpo3a BoccTaHOBJIEHUS ayTEHTU(PUKALUOHHON HH(POpMaLINH;
YBU.9 Yrpo3za BoccTaHOBIEHUS NpeapIAyen ysa3BuMon Bepcun BIOS;
YBUM.12 Yrpo3a necTpyKTUBHOTO M3MEHEHUS! KOHPUTYpaIMu/Cpenbl OKPYKEHUS
porpamm;
VYBU.13  VYrpo3a  ACCTPYKTUBHOTO  MCIOJIb30BaHUSl  JICKIAPUPOBAHHOIO
dbynkuuonana BIOS;
VYBU.14 VYrpo3za UIMTENBHOTO  YAEPKAHUS  BBIYHCIUTEIBHBIX  PECYPCOB
M0JIb30BATEISIMU;
YBU.15 Yrpo3a gocryrna K 3anuiiaeMbIM (aitiam ¢ UCTOJIb30BaHUEM 00X0IHOTO
nyTH;
YBU.16 Yrposa noctyna K JIoKaJlbHbIM (aiinam cepBepa npu nomouiu URL;
YBU.17 Yrpo3za noctyna/mepexsara/uzmenenus HTTP cookies;
YBU.18 Yrpo3za 3arpy3ku HEIITATHOM ONEPAIMOHHON CUCTEMBI;
YBU.19 Yrposa 3apaxkenuss DNS-kea;
YBU.22 Yrpo3a n30bITOYHOTO BBIJICICHHSI OTIEPATUBHON TIAMSITH;
YBN.23 Yrpo3a u3MeHEeHNs] KOMIIOHEHTOB CUCTEMBI;
YBUN.26 Yrpoza uckaxenuss XML-cxemsr;
10



http://internet.garant.ru/document?id=10002673&sub=5
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YBU.27 VYrpo3a wHCKaxeHUs BBOAUMOM M BBIBOJUMON Ha mnepudepuiinbie
ycTpoiicTBa HH(pOpMALINK;

YBU.28 Yrpo3a ncnonap30BaHus AIbTEPHATUBHBIX ITYTEH TOCTyNa K pecypcam;
YBN.30 VYrposa MCIIOJIb30BaHUs uHpOpMaIUU uneHTuukaum/
ayTeHTHU(UKALMH, 33JaHHON M0 YMOIYaHUIO;

YBU.31 Yrpo3a ucnosgp30BaHUsI MEXAHU3MOB aBTOPU3ALMN ISl TTOBBILICHUS
IIPUBUJICTUN;

YBU.32 Yrpo3a ucnonb3oBaHus moaenbHbIX HUdpoBbix noamnuceit BIOS;
YBU.33 Yrpo3a ucnoap30BaHus ¢1adocTel KOJIUPOBAHKS BXOIHBIX JaHHBIX;
YBU.34 Yrpo3a ucnoiap30BaHus ci1aboCTe MPOTOKOJIOB CETEBOTO/ JIOKAIHHOTO
oOMEeHa JTaHHBIMU;

YBU.36 Yrpo3a uccienoBanusi MEXaHU3MOB paOOThI IPOTPaAMMBI;

YBU.37 Yrpo3a uccienoBanus IPHIOKESHHS yepe3 OTYETHI 00 OMmMoOKax;

YBU.39 VYrpoza ucuepnanus 3amaca Kiro4deil, HEOOXOIUMBIX i1 OOHOBJICHUS
BIOS;

YBbU.41 Yrpo3a MeKCalTOBOIO CKPUIITHHTA;

YBN.42 Yrpo3a MexcalTOBOW NOIIETKH 3a1pOca;

YBU.45 Yrpoza nHapyuienus u3onsiiuu cpenbl ucrnoiaenus BIOS;

YbBU.49 Yrpo3a HapyleHUs HETOCTHOCTH JAHHBIX KEIa;

YBU.51 Yrpo3a HEBO3MOKHOCTH BOCCTAaHOBJICHHS ceccur paboTel Ha [I9BM npu
BBIBO/IE M3 MPOMEKYTOYHBIX COCTOSTHUN MUTAHUS;

YBN.53 Yrpo3a HEBO3MOKHOCTH yIIpaBJI€HUs MpaBaMu nojbs3oBateneit BIOS;
YBN.59 VYrpo3za HEKOHTPOJHMPYEMOIO POCTa UHCIA 3apE3€PBUPOBAHHBIX
BBIYUCIIUTEIBHBIX PECYPCOB;

YBN.62 Yrpo3a HEKOPPEKTHOTO UCIIOIB30BAHUS ITPO3PAYHOTO TPOKCU-CEPBEPA 32
cu€T IIaruHoB Opay3epa;

YBI.63 Yrpo3a HEKOPPEKTHOTO HMCMOIb30BaHUs (YHKLIHMOHATA TPOrPAMMHOTO
oOecIIeucHN,

YBU.67 Yrpo3a HeMpaBOMEPHOTO 03HAKOMIICHUS ¢ 3aluIacMoi nHpopMaImei;
YBU.68 Yrpos3a HenmpaBOMEpHOTO/HEKOPPEKTHOTO MCIOJIb30BaHUsI MHTEpdeiica
B3aUMO/ICHCTBUS C IPUIIOKECHUEM;

YBN.69 Yrpo3a HennpaBOMEPHBIX ICHCTBUI B KaHAJIAX CBSI3H;

YBbW.71  VYrpo3a  HECaHKIMOHHPOBAHHOTO  BOCCTAHOBJIEHUA  YAAIEHHOMN
3aIunaeMoi nHpopMaIny;

YBN.72 Yrpo3a HeCaHKIIMOHUPOBAHHOTO BBIKJIIFOUEHHUS MIIM 00X07a MEXaHU3Ma
3amuThl oT 3amcu B BIOS;

YBN.74 VYrpo3a HECaHKUIMOHHPOBAHHOIO JOCTyNa K ayTEeHTU(HUKAIIMOHHOM
uH(pOpMaIH;

YBU.86 VYrpo3za HECaHKIIMOHMPOBAHHOTO W3MEHEHHS ayTCHTU(UKAITMOHHOM
uH(pOpMaLINH;

YBU.87 Yrpo3a HECAHKIMOHUPOBAHHOIO MCITOJI30BAHUS MMPUBUIETHPOBAHHBIX
¢bynkuunii BIOS;

YBU.88  VYrpoza  HECaHKIMOHMPOBAHHOIO  KONHUPOBAHUS  3allUIIAEMOM
uH(pOpMaLINH;

YBU.89 Yrpo3a HECAHKIIMOHUPOBAHHOTO PEJAKTUPOBAHUS PEECTPA;
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YBN.90 VYrpo3a  HECAaHKIMOHMPOBAHHOTO  CO3JaHUs  YYETHOM  3alUCH
MIOJIb30BATES;

YBUN.91 Yrpo3a HeCaHKIIMOHUPOBAHHOTO yIaJICHUS 3aIUIaeMoi HHPOPMAIIUH;
YBUN.93 Yrpo3a HECAaHKIIMOHUPOBAHHOTO yIpaBlieHUs OydepoM;
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YBN.94 Vrpo3a HECaHKIIMOHUPOBAHHOIO YIIPABJICHHUS CHHXPOHHU3ALMEH U
COCTOSIHUEM;

YBHN.95 Yrpo3a HECaHKIIMOHUPOBAHHOTO YIIPABJICHUS YKA3aTEISIMU;

YBU.98 VYrpo3a oOHapyXeHHs OTKPBITBIX TOPTOB U  HIACHTU(DUKAIMU
MPUBSI3aHHBIX K HEMY CETEBBIX CITYXkKO;

YBI.99 Yrpoza oOHapyxKEHUS XOCTOB;

YBM.100  VYrpoza  o00xoJa  HEKOPPEKTHO  HACTPOCHHBIX  MEXaHHU3MOB
ayTeHTU(UKAIINH;

VYBU.102 VYrpo3a omocpeaoBaHHOTO YIPaBICHUS TPYyHION IPOrpaMMm Uepe3
COBMECTHO HCIIOJIb3yEMbIC IAHHBIC;

YBU.103 Yrpo3za onpenenieHusi TAIOB 00bEKTOB 3aIlUThI,

YBU.104 Yrpo3a onpeaeneHus TONOJIOTMU BHIYUCIUTEIbHON CETH;

YBU.107 Yrpo3a OTKIHOYEHHs] KOHTPOJIBHBIX JAaTYMKOB;

YBU.109 Yrpo3za nepedbopa Bcex HACTPOEK U TapaMeTPOB MPUIIOKEHHUS,

VYBU.111 Yrpo3a nepegaun JaHHBIX 110 CKPBITHIM KaHalaMm;

YBU.113 Yrpo3sa nepe3arpy3Ku anmnapaTHbiX U MIPOrpaMMHO-aIapaTHBIX CPEJICTB
BBIYUCIIUTEILHON TEXHUKH;

YBU.114 Yrpo3a nepenoaHeHus HEeJIOUYMCICHHBIX TEPEMEHHBIX;

YBU.115 Vrpo3a mnepexBara BBOAMMOW U BBIBOAMMON Ha mnepudepuitubie
yCTpoicTBa HH(POpMAIUK;

YBU.116 Yrpo3a nepexsara JaHHBIX, IEPEAABAEMBIX 110 BEIYUCIUTEIBHOMN CETH;
YBU.117 Yrposa nepexBara NpuBUIETUPOBAHHOTO TIOTOKA;

YBU.118 Yrpo3a nepexsaTta NpUBUIETUPOBAHHOTO MIPOIIECCA;

YBU.121 Yrpo3a noBpexAeHUs CHCTEMHOTO PEECTPa;

YBN.122 Yrpo3a noBbIIEHUS IPUBUIETHI;

YBU.123 Yrpo3a moadopa maposs BIOS;

YBU.124 Yrpo3a noaaenku 3anucei x)ypHaja perucTpaliuu COObITHIA;

YBU.127 Yrpo3a noaMeHbl IEUCTBUS TIOJIb30BaTeNs IyTEM 0OMaHa;

YBN.128 Yrpo3a nogMeHbI JOBEPEHHOTO MOJIH30BATEIIS;

YBU.129 Yrposa nmoamMeHbl pe3epBHOM KoUK MporpammHoro obecrneueHus Bl1OS;
YBN.130 Yrpo3a nogMeHbI COAEPKUMOTO CETEBBIX PECYPCOB;

YBU.131 Yrpo3a nogMeHsl CyObeKTa CETEBOTO JI0CTYTIA;

VYBU.132 VYrpo3a mnosyuyeHus mnpeAaBapurerabHod uHGopMauuu 00 O0O0beKTe
3aIlUTHI;

YBU.139 Yrposa npeononenns GU3NIECKON 3aIUTHI;

YBU.140 Yrpo3a npuBeIeHHs] CUCTEMbI B COCTOSIHUE "0TKa3 B OOCTY>KMBAaHUM'";
VYBU.143 VYrpo3a nporpaMMHOrO BBIBEACHUSI W3 CTPOS CPEACTB XPAHEHUS,
00paboTku ¥ (MJIK) BBOIA/BRIBOIA/TIEpeau MHPOPMAIINH;

YBU.144 Yrpoza nporpammuoro copoca mnaposs BIOS;

YBU.145 Yrpo3za npomnycka NpoBEPKHU METOCTHOCTH MPOrPAMMHOTO 00ECTICUEHUS;
YBU.149 VYrpoza c6ost 00pabOTKH CHieruaIbHBIM 00pa30M U3MEHEHHBIX (DAMIIOB;
YBU.152 VYrpoza ynanenus: ayreHTUPUKAITMOHHOW HHPOPMAIINK;

VYBU.153 Vrpo3a ycuineHus BO3ACHCTBUA HAa BBIYUCIUTEIBHBIE PECYPCHI
IIOJIb30BATENIEN MPU MOMOIIY CTOPOHHUX CEPBEPOB;
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VYBU.154 Yrpo3a yCTaHOBKH YSI3BUMBIX BEPCHIl OOHOBJIEHHS MPOTPAMMHOTO
obecmeuenusa BIOS;

YBU.155 Yrpo3a yrpaTsl BBIMUCIUTEIBHBIX PECYPCOB;

YBU.156 Yrpoza yrpaTsl Hocutenei nadpopmanmu;

YBU.157 VYrpo3a QuU3MUECKOTO BBIBEACHUS U3 CTPOS CPEACTB XpaHECHWS,
00paboTKu ¥ (MiIK) BBOAA/BBIBOa/Iepeaun HH(GOpMaInu;

YBU.158 Yrposa popmaTupoBanust Hocuteneil uHGopMaIuy;

YBU.159 Yrpo3sa "dhopcupoBanHoro Be0-Opay3uara';

YBU.160 VYrpo3a XuuieHWss CpeACTB XpaHEHHs, o00paboTku u  (WIH)
BBO/J1a/BbIBOIa/TIepeiauu HH(POpMAIIHH;

YBU.162 Yrpo3sa skcrutyaTaiuyl HUGPOBOI MOAMUCH TPOTPAMMHOTO KOa;
YBU.163 VYrpo3a mnepexBaTa HCKIIOUEHUS/CUTHAJIA W3 TPUBWICTHPOBAHHOTO
O50oKa yHKIIH;

YBUM.167 Yrpo3a 3apakeHusi KOMIBIOTEpPA MPU MOCEIICHUH HEOJIaroHa1€KHbIX
CalTOB;

YBU.168 Yrpo3za "kpaxu" y4€THOM 3aNIMCH JOCTYIIA K CETEBBIM CEPBUCAM;
YBUM.170 Yrpo3a HenpaBoMepHOro mu@poBaHus HHPOpMaLUK;

YBU.171 Yrpo3a CKpbITHOTO BKIIFOUEHHUS BEIYUCIUTEIBHOTO YCTPOKUCTBA B COCTAB
0oT-ceTH;

YBU.172 Yrpo3a pacipocTpaHeHuUs "IOUYTOBBIX YEpBEn';

YBU.173 Yrpoza "cnama" BeG-cepBepa;

YBU.174 Yrpo3za "papmunra";

YBU.175 Yrpoza "Pummunra";

YBU.176 Yrpo3a HapylieHUs TEXHOJIOTUUECKOTO/TIPOU3BOACTBEHHOIO Mpoliecca
13-3a BPEMEHHBIX 33JI€P>KEK, BHOCUMBIX CPEJICTBOM 3allIUTHI;

YBU.177 Yrpo3a HENOATBEPKAEHHOTO BBOJIA AAHHBIX OIIEPATOPOM B CUCTEMY,
CBSI3aHHYIO C 0€30MMaCHOCTHIO;

YBU.178 Yrpo3a HECAaHKIMOHUPOBAHHOTO UCTIOJIb30BAHUSA CUCTEMHBIX U CETEBBIX
YTHIINT;

VYBU.179  VYrpoza  HECAaHKIMOHWPOBAHHOM  MOJM(PHUKAIMK  3allUIaeMOMn
uHpOpMaIINH;

YBU.180 Yrposa oTkaza moacucTeMbl 00eCIeueHrs TEMIIEPATyPHOTO PEKUMA,
YBU.181 VYrpo3a mnepexBaTa OJHOPA30BBIX MApOJied B PEXKUME PEATBHOTO
BpPEMEHU;

YBI.182 Yrpo3a ¢pusnyeckoro ycrapeBaHus anmnapaTHbIX KOMIOHEHTOB;
YBU.183 VYrpo3a mnepexBaTa yNOpaBi€HUS ABTOMATU3UPOBAHHOW CHUCTEMOM
YIPABJICHUS TEXHOJIOTMYECKUMU MTPOLIECCAMU;

YBU.185 Yrpo3a HECAaHKUMOHUPOBAHHOIO U3MEHEHUSI MApAMETPOB HACTPOMKH
CPEJICTB 3allUThl THOPMALIHH;

YBU.186 Yrpo3a BHeIpEeHHs] BPEIOHOCHOTO KOJA Yepe3 peKiamy, CEPBUCHI U
KOHTEHT;

VYBU.187 Yrpo3a HeCaHKIIMOHHUPOBAHHOT'O BO3JCHCTBUS HAa CPEACTBO 3AIUTHI
uH(bOpMaIHH;

YBN.189 Yrpo3a mackupoBaHusi JEWCTBUIN BPEIOHOCHOTO KOJIa;
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YBU.190 VYrpo3za BHeIpeHHs BPEIOHOCHOTO KoOJa 3a CUET MOCEUICHUS
3apaKCHHbBIX CAaUTOB B ceTu MHTEpHET;

YBU.191 VYrposa BHenpeHHUs] BPEIOHOCHOTO KO/a B IUCTPUOYTHB MPOTPaMMHOTO
00CCIICUCHNS,

YBH.192 Yrpo3a ucnosib30BaHus ysI3BUMBIX BEPCU MPOTPAMMHOI0 00ECIIEUEHHUS,
YBU.193 VYrpo3a yreukn wuHOpMaAIMu 3a CYET NPUMEHEHHSI BPEIOHOCHBIM
MPOTPAMMHBIM 00ECTICYCHUEM AJITOPUTMOB UG POBaHUS TpauKa;

YBU.197 VYrpoza xuiieHus ayTeHTHU(PUKAITMOHHON HH(pOpPMAIIUH U3 BPEMEHHBIX
daiinoB cookie;

YBU.198 Yrpo3a CKpBITHON pErucTpalvv BPEIOHOCHOW MPOTPAMMHOM YUYETHBIX
3anucen aIMUHUCTPATOPOB;

YBN.201 VYrpo3a yTeuku TOJIB30BATEIILCKUX JAHHBIX TMPU HUCIOJb30BAHUU
GyHKUIMA aBTOMAaTUYECKOrO 3aIOJIHEHUS ayTEeHTU(UKAIMOHHOW HH(OpManuu B
Opaysepe;

YBU.203 Vrpos3a yreuku HHPOpMAIUU C HE MOAKIIOYEHHBIX K ceTu WHTepHeT
KOMITbIOTEPOB;

YbBU.204 Yrpo3a HECAHKIITMOHUPOBAHHOTO U3MEHEHHUS BPEIOHOCHOM IIPOTrpaMMON
3HAYCHUH NapaMeTpoB MPOTPAMMHUPYEMBIX JTOTUUECKUX KOHTPOJIJIEPOB;

YBU.205 VYrposa HapyiieHus paboThl KOMIIbIOTEpAa W OJOKHPOBAHUS JIOCTyNa K
€ro JaHHBIM U3-32 HEKOPPEKTHOW pabOThl YCTAaHOBJEHHBIX HA HEM CPEJCTB
3aIUTHI.

4.2. Yrpo3zamu 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX MPH UX 00paboTKe ¢
ucnons3oBanueMm CK3U sBnsroTcs:

4.21. co3maHue CHocoOOB, TMOATOTOBKA U IMPOBEACHHE arak 0e3
MIPUBJICUCHUSI CTICIIMAIIMCTOB B 00s1acTh pa3zpaborku u ananuza CK3U;

4.2.2. co3maHue crioco0OB, MOJATOTOBKA W IMPOBEJACHUE aTaK Ha Pa3IMYHBIX
stanax xxu3HeHHoro nukia CK3U. K stanam xusnennoro nukia CK3U otHocsaTCS:
pa3paboTka (MOJEpHM3alMsA) YKa3aHHBIX CPEJCTB, UX IMPOU3BOJICTBO, XpPaHEHHE,
TPAHCIIOPTUPOBKA, BBOJ, B OKCIUIyaTaluio (MMyCKOHaNaJO4YHble paboOThl),
SKCIUTyaTaIus;

4.2.3. TIpOBENCHHWE aTakd, HAXOACh BHE TPOCTPAHCTBA, B TMIpeAeiiax
KOTOPOT'O OCYIIECTBIIAETCS KOHTPOJIb 32 NPEeObIBAHUEM U IEUCTBUSIMU JUI U (MIIH)
TPAHCIIOPTHBIX  CPEACTB  (Jajiee - KOHTpoJiupyemas 30Ha). [ 'panurieit
KOHTPOJIUPYEMOW 30HBI MOXET OBITh: TEPUMETP OXPaAHSEMON TEPPUTOPHUH
OpraHu3allly, OTPaXJAKIIME KOHCTPYKIMHU OXPAHAEMOro 3JaHUs, OXpaHsSeMOMn
YaCTHU 3/1aHUS, BBIJIEJICHHOTO MOMEILICHHUS;

4.2.4. npoBeneHNE Ha dTanax pa3paboTKu (MOJEpHU3AINN), IPOU3BOICTRA,
xpaHeHus, TtpancnoptupoBku CK3UM u stame BBojma B skcruryatanuioo CK3U
(TmycKoHanag0uHbIe pabOThl) CIETYIONINX aTaK:

BHECEHHE HECaHKIMOHUpOBaHHBIX wu3MeHeHuit B CK3M u (wmm) B
KOMIIOHEHTHI ammapaTHbIX W MPOTPaMMHBIX CPEACTB, COBMECTHO C KOTOPBIMHU
mtatHO GyHKUHOHUPYIOT CK3M, B COBOKYNHOCTH MPEACTABISIONIUE CpEIy
¢dbynkunonupoBanuss CK3WM, koropble CHOCOOHBI TMOBIUSATH HA BBINOJHEHUE
npeabsaBisieMbix kK CK3M TpeGoBanmii, B TOM 4YHClIE€ C HCHOJIb30BAHUEM
BPEJIOHOCHBIX MPOTPAMM;

15



4.2.5. npoBenenue atak Ha stane skcruryatauuu CK3U na:

NEPCOHAILHBIE JIAHHBIE;

KITFOYEBYI0, Ay TCHTU(PUITUPYIONITYIO ¥ TapoibHyto nHpopMmanuio CK3U;

nporpamMmmubie kKomoHeHTsl CK3U;

anmnapaTtHble komnoHeHTsl CK3;

mporpaMMHbie KOMIOHEeHTh C®, BKIIIOYasi MPOTpaMMHOE OOCCTICUCHHE
BIOS;

anmnaparHbie KoOMoHeHTbl CD;

JaHHBIE, IEpeIaBaeMble M0 KaHaJlaM CBSI3U;

4.2.6. momydeHUE W3 HAXOJANIUXCS B CBOOOJTHOM JOCTYIIE HCTOYHUKOB
(BxITROUast MH(DOPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIE CETH, JOCTYI K KOTOPHIM HE
OTPaHWYEH OIpPENCICHHBIM KPYyroM JIMI, B TOM 4YHWCie HWHPOPMAIIMOHHO-

TeJIeKOMMYHUKaIMOHHYI0 ceTh "UHTepuet") undopmarmu 06 UC, B kotopoi

ucnoisib3yercss CK3U. [Ipu 3ToM MOKeT ObITh MOJTydeHa cieayroias uHhopmarus:

obmue cBenenus o6 MC, B xoropoit ucnonb3yercs CK3U (na3znauenwue,
COCTaB, OIlepaTop, 0OBEKTHI, B KOTOPHIX pasmelieHsl pecypcebl MC);

CBelleHUsT 00 MH(OPMAIIMOHHBIX TEXHOJOTHsIX, 0a3ax naHHbx, AC, I10,
ucnosnbdyeMbix B HMC coBmectHo ¢ CK3UM, 3a wuCKIIOYEHHEM CBEJICHUH,
COJIEPKAIIUXCS TOJBKO B KOHCTPYKTOPCKOM JOKYMEHTAIIMM Ha WH()OPMAIMOHHbBIE
tTexHosoruu, 6asel Janubix, AC, I10, ucnons3yemsie B UC coBmectHO ¢ CK3M;

coliepKaHUEe HaxXOJAIIeicss B CBOOOJHOM JOCTyNEe JOKYMEHTAllMM Ha
anmapartHble U nporpaMMuble KoMmoHeHThl CK3U n CO;

o011ue CBeJieHUs O 3alluinaeMor nHGOpMalluU, UCTIOIB3YyEeMOU B IIpoliecce
skcruryataunu CK3U;

CBEJCHHUS O KaHaJax CBs3M, IO KOTOpPbIM mepenaroTcs 3amuinaembie CK3U
NepcoHaIbHBIE JaHHBIC (J1aliee - KaHaJ CBSI3H);

4.27. mnpuUMEHEHHE HAXOIAIIMUXCA B CBOOOJHOM JIOCTYyIlC  WJIH
UCIIOJB3YEMBIX 3a mpenenamu KoHTposupyemod 30Hbl AC wu 110, Bkmrouas
anmnapatHble U nporpaMMublie kKomMmoHeHTl CK3U u CO;

4.2.8. momydeHue B paMKax MPEJOCTABICHHBIX MOJHOMOYWM, a TaKXKe B
pe3ynbTate HaOII0IeHUH cieayromel nudopmauu:

CBeJIeHUH 0 (PU3NYECKUX MEpax 3alIUThl 00BEKTOB, B KOTOPHIX PAa3MEIIICHbI
pecypcbl UC;

CBEJIEHUI O Mepax Mo 00ECIEUYEeHHI0 KOHTPOJIUPYEMOU 30HbI OOBEKTOB, B
KOTOPBIX pa3menieHsl pecypcsl UC;

CBEJICHUI 0 Mepax Mo pa3rpaHUUYEHUIO J0CTYIa B TOMEIIECHUS, B KOTOPBIX
HaxonasaTcsa CBT, Ha kotopeix peanuszoBanbl CK3U u C;

4.2.9. wucnonb3oBaHWE IITAaTHBIX CPEACTB, OrPAHMYEHHOE MeEpamu,
peanusoBanHbiMu B MC, B xoTopoi ucnonszyercss CK3U, u HanpaBieHHbBIMU Ha
MpEeAOTBPAICHUE U TPECEUEHNE HECAHKIIMOHUPOBAHHBIX JEHCTBUM.
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